MoveIT Central
MOVEit Central securely and automatically transfers files to and from FTP servers, FTP over SSL (FTPS) servers, FTP over SSH (SFTP) servers, the local filesystem, network folders, email servers, MOVEit DMZ servers. File and folder synchronization/replication is available between any two selected folders on these servers. MOVEit Central can also send files or receive files in an AS1, AS2 or AS3 trading partnership. 

PGP encryption/decryption, zip operations, command-line applications and antivirus integration are also built in and require no additional software. (Native PGP must be enabled in your MOVEit Central license code.)
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Based on a robust scheduling facility, MOVEit Central also takes care not to become a security target itself by protecting sensitive access information with powerful encryption, local files with NIST 800-88-compliant data erasure and configuration channels with SSL.

Remote access to MOVEit Central is restricted to specific Windows users in local or domain groups. Group access to transfer tasks and related elements can be fine tuned to delegate management in a number of commonly requested configurations. For example, group permissions can grant full administrative access, grant "just run and/or report" access to specific tasks, grant a limited ability to transfer anything between two designated servers or create a private "slice" of MOVEit Central that other groups cannot access. 

Automated server-to-server file transfers require no knowledge of any script language because MOVEit Central provides an operator-friendly GUI user interface to schedule tasks and monitor their progress.
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Cryptographic services, including complete encryption of all configuration files, are provided by MOVEit

Crypto. Also available as a separately licensed commercial product for Windows or Linux developers,

MOVEit Crypto is only the tenth product to have been validated under FIPS-140-2 by the United States

and Canadian governments.

Overview

MoveIT DMZ
MOVEit® DMZ is a secure file transfer and secure message server. It is a vital component of the MOVEit® family of secure file processing, storage, and transfer products developed by Standard Networks, Inc.. These products provide comprehensive, integrated, standards-based solutions for secure handling of sensitive information, including financial files, medical records, legal documents, and personal data.

[image: image3.png]MOVEI Client .
Secure File —_LDAP Server
FIP/SSL Client Transfer - ——

FTP/SSH Client

7S ot

MOVEI Client

Automatic
AES Encryption

N

2=y

.5 Secure Messaging
Remote Administration




MOVEit DMZ safely and securely collects, stores, manages, and distributes sensitive information between your organization and external entities. Web browsers and no cost/low cost secure FTP clients can quickly, easily, and securely exchange files with MOVEit DMZ over encrypted connections using the HTTP over SSL (https), FTP over SSL (ftps) and FTP over SSH (sftp) protocols. And all files received by MOVEit DMZ are securely stored using FIPS 140-2 validated AES encryption, the U.S. Federal and Canadian government encryption standard.

MOVEit DMZ includes an optional MOVEit Wizard plug-in that works with Internet Explorer, Firefox and Mozilla to help web-based users to quickly upload and download large and/or multiple files and folder trees to and from MOVEit DMZ.

Encryption capabilities throughout the MOVEit product line are provided by MOVEit Crypto. The AES encryption in MOVEit Crypto has been FIPS 197 validated. The entire cryptographic module has been FIPS 140-2 validated after rigorous examination by cryptographic specialists in the United States' National Institute of Standards and Technology (NIST) and Canada's Communications Security Establishment (CSE).
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Feature Focus - External Authentication
MOVEit DMZ provides the ability to authenticate users to external LDAP and/or RADIUS servers.

Microsoft Active Directory (AD) operates as an LDAP server, so MOVEit DMZ can authenticate to it

natively. MOVEit DMZ can also authenticate users against ODBC-compliant databases through the use of

the optional "RADIUS-ODBC" authentication service. Both of these transports can be secured at the

transport level (we encourage the use of LDAP over SSL) and related credentials are stored encrypted on

MOVEit DMZ.
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In addition to authenticating existing users against external sources, MOVEit DMZ has the ability to create

new users, often as a clone of an existing template user. MOVEit DMZ also has the ability to split an

organization's userbase into "External Users" and "Internal Users" with one group using an external

authentication source and the other using MOVEit DMZ's built-in user database. When accessing an

LDAP server, MOVEit DMZ has the ability to replicate group membership information and information

such as email address from that LDAP server as well.
Network Topology
In a typical network topology MOVEit DMZ is best located on a secured "DMZ" segment accessible to both internal and external users."DMZ" is short for DeMilitarized Zone - a network "no man's land" where both internal and internet hosts are allowed to connect. By default connections originating from a DMZ

network segment are not to be trusted and are usually not allowed unless there is a compelling case to allow a particular service through.
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Web and secure FTP clients can upload and download files to MOVEit DMZ from internal and external networks. For security reasons, MOVEit DMZ is NOT permitted to establish connections with or push files to systems on either your internal network or on an external network. (If a "proxy push" or "proxy store-and-forward" solution is desired, MOVEit Central can be used with MOVEit DMZ to fill this role.)
