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Introduction
Federal and state laws and regulations require the University to implement programs intended to ensure the security and confidentiality of certain information the University creates or maintains.  Every faculty and staff member who works with or has access to information covered by these laws and regulations has a vital role in ensuring that the University meets these obligations.

This workplace information security manual is designed to help departments identify and correct weaknesses in the area of information security within their department.  By thoughtfully completing the checklists within this manual and following up where necessary, administrators can help ensure that their department is in compliance with the University’s information security program and, consequently, any applicable federal and state laws.
Mandatory use of the manual
The use of this manual is intended for University departments or offices that use or maintain Personally Identifiable Information (PII) or handle other forms of sensitive or confidential information. Confidential information includes, but is not limited to, student information, patient information, employment information, social security numbers, credit card information, etc. Departments affected by the Gramm-Leach-Bliley Act (GLBA) or that are required to participate in the University's Identity Theft Prevention Program (ITPP) are required to complete this manual.
Use of the manual
How to use the Manual:
Complete sections I through Vll.  Make improvements where possible and seek assistance from departmental IT professionals and/or your business unit's Information Security Officer (ISO) where needed.
                                     Please review and complete sections I through VIl annually. When completed, departments should review areas where improvements can be made or identify mitigating security measures for each deficient area. Departments should make as many immediate improvements in deficient areas as possible and complete the checklist again.                                      For GLBA/ITPP covered areas:
The appropriate director/manager/department head must sign and return the completed manual to the appropriate business unit’s GLBA or ITPP representative.                                    If you have questions about completing this manual or need assistance in correcting identified deficiencies, contact your business entity's ISO.
GLBA representatives for each business entity:
Link for GLBA representatives for each business entity.
ITPP representatives for each business entity:
Link for ITPP representatives for each business entity.
ISOs for each business entity:
Link for ISOs for each business entity.
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Personally Identifiable Information (PII) is any information about an individual including (1) any information that can be used to distinguish or trace an individual‘s identity, such as name, social security number, date and place of birth, mother‘s maiden name, or biometric records; and (2) any other information that is linked or linkable to an individual, such as medical, educational, financial, and employment information. Examples of PII include, but are not limited to:
• Name, such as full name, maiden name, mother‘s maiden name, or alias;• Personal identification number, such as social security number (SSN), passport number, driver‘s license number, taxpayer identification   
  number, or financial account or credit card number;• Address information, such as street address or email address;• Personal characteristics, including photographic image (especially of face or other identifying characteristic), fingerprints, handwriting, or 
  other biometric data (e.g., retina scan, voice signature, facial geometry);• Information about an individual that is linked or linkable to one of the above (e.g., date of birth, place of birth, race, religion, weight, 
  activities, geographical indicators, employment information, medical information, education information, financial information).
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Section I - Departmental Information
Enter Business Entity - Campus, UM or UMHC:
Enter School/Division/Department/Unit Name:
Enter Your Name:
Enter Your Title:
As defined on page 1, does your department have/use PII?  If YES…(Check all that apply)
Does your department:
Does your department:
What forms of PII does your department have?
What forms of PII does your department have?
Does your PII include any of the following?
Does your PII include any of the following?
How often do you evaluate your processes for handling PII and/or the need to access PII?
How are you handling PII after you have processed/used the information you have?
Do you have a formal documented Records Retention Policy?
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If yes, is your department in compliance with your Records Retention Policy?
If yes, is your department in compliance with your Records Retention Policy?
Objective: To control unauthorized access to work areas where confidential or sensitive information is held or utilized.
Objective: To control unauthorized access to work areas where confidential or sensitive information is held or utilized.
Select Yes, No, or  N/A
Select Yes, No, or  N/A
If No or Not Applicable (N/A), Explain
If No or Not Applicable (N/A), Explain
a. Are employees required to wear ID badges at all times?
a. Are employees required to wear ID badges at all times?
b. Are staff instructed to challenge unfamiliar people entering or present in the work area?
b. Are staff instructed to challenge unfamiliar people entering or present in the work area?
c. Are manned reception desks, card swipe systems, etc. used to control public or unauthorized access to the work area at all times during the work day?
c. Are manned reception desks, card swipe systems, etc. used to control public or unauthorized access to the work area at all times during the work day?
d. Are card swipe access lists reviewed and updated regularly?
d. Are card swipe access lists reviewed and updated regularly?
e. Are doors and exits that are not used or are used intermittently secured?
e. Are doors and exits that are not used or are used intermittently secured?
f. Are all doors, windows, etc. secured after hours?
f. Are all doors, windows, etc. secured after hours?
g. Is the area checked by security staff after hours?
g. Is the area checked by security staff after hours?
h. Is there adequate documentation regarding who has keys to the work area (e.g., documentation in file, etc.)?
h. Is there adequate documentation regarding who has keys to the work area (e.g., documentation in file, etc.)?
i. Are there adequate procedures in place to retrieve keys from employees leaving the department/University (e.g., separation meeting, etc.)?
i. Are there adequate procedures in place to retrieve keys from employees leaving the department/University (e.g., separation meeting, etc.)?
Objective: To control unauthorized access to confidential or sensitive materials and work equipment.
Objective: To control unauthorized access to confidential or sensitive materials and work equipment.
Select Yes, No, or  N/A
Select Yes, No, or  N/A
If No or Not Applicable (N/A), Explain
If No or Not Applicable (N/A), Explain
a. Are fax machines located in a secure area away from public access?
a. Are fax machines located in a secure area away from public access?
b. When transmitting confidential faxes, are procedures in place to verify fax numbers or verify receipt of faxes?
b. When transmitting confidential faxes, are procedures in place to verify fax numbers or verify receipt of faxes?
c. Are printers used for printing confidential or sensitive documents located in a secure area?
c. Are printers used for printing confidential or sensitive documents located in a secure area?
d. Do employees accessing confidential information online keep their monitors turned away from public view when working?
d. Do employees accessing confidential information online keep their monitors turned away from public view when working?
e. Are employees required to lock their computers and/or use password protected screensavers when they leave their work area?
e. Are employees required to lock their computers and/or use password protected screensavers when they leave their work area?
f. Are file cabinets that contain sensitive or confidential documents located in a secure area?
f. Are file cabinets that contain sensitive or confidential documents located in a secure area?
g. Are file cabinets in unsecure areas kept locked?
g. Are file cabinets in unsecure areas kept locked?
h. Are all file cabinets locked after hours?
h. Are all file cabinets locked after hours?
i. Do employees keep sensitive documents and 	working materials out of the public view while  working?
i. Do employees keep sensitive documents and working materials out of the public view while  working?
j. Are sensitive documents and working materials secured during breaks and non-working hours?
j. Are sensitive documents and working materials secured during breaks and non-working hours?
Section III - Access to Work Equipment/Information/Materials
Section III - Access to Work Equipment/Information/Materials
Section II - Access to Work Area
Section II - Access to Work Area
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Objective: To appropriately manage confidential and sensitive electronic files and IT resources.
Objective: To appropriately manage confidential and sensitive electronic files and IT resources.
Select Yes, No, or  N/A
Select Yes, No, or  N/A
If No or Not Applicable (N/A), Explain
If No or Not Applicable (N/A), Explain
a. Are there adequate procedures in place to ensure that access to information system resources is only given to those employees who need it to perform their job and that the access given is limited to the minimum necessary to perform the job.
a. Are there adequate procedures in place to ensure that access to information system resources is only given to those employees who need it to perform their job and that the access given is limited to the minimum necessary to perform the job.
b. Are computer files containing sensitive or confidential information stored in a secure manner?
b. Are computer files containing sensitive or confidential information stored in a secure manner?
d. Are employees prohibited from sharing their passwords?
d. Are employees prohibited from sharing their passwords?
e. Are employees required to store confidential or sensitive electronic data appropriately (e.g., on secure central file servers, encrypted local drives, etc.?)
e. Are employees required to store confidential or sensitive electronic data appropriately (e.g., on secure central file servers, encrypted local drives, etc.?)
f. When electronic transfer of sensitive or confidential
information occurs, are there adequate procedures in
place to ensure that the transfer is secure (i.e., policy on transfer of files as email attachments, encryption, etc.)?
f. When electronic transfer of sensitive or confidential
information occurs, are there adequate procedures in
place to ensure that the transfer is secure (i.e., policy on transfer of files as email attachments, encryption, etc.)?
g. If employees are allowed to work remotely (e.g., from home or while traveling), are secure methods used to access IT resources and transmit files (e.g., the use of VPN, security of laptops, encryption, etc.)?
g. If employees are allowed to work remotely (e.g., from home or while traveling), are secure methods used to access IT resources and transmit files (e.g., the use of VPN, security of laptops, encryption, etc.)?
h. Are departmentally controlled IT resources (network, servers, applications, individual workstations, etc.) maintained in strict compliance with the UM Information Security Program best practices (*see Note)?
h. Are departmentally controlled IT resources (network, servers, applications, individual workstations, etc.) maintained in strict compliance with the UM Information Security Program best practices (*see Note)?
i. Are there adequate procedures in place to delete access to all information system resources and storage locations when employees leave the department?
i. Are there adequate procedures in place to delete access to all information system resources and storage locations when employees leave the department?
Section IV - Information Systems Security and Access
Section IV - Information Systems Security and Access
Note: Please contact your Information Security Officer (ISO) for information regarding the UM Information Security Program.
Note: Please contact your Information Security Officer (ISO) for information regarding the UM Information Security Program.
Section V - Access to Waste Materials
Section V - Access to Waste Materials
Objective: To ensure paper and electronic files and media are properly destroyed when appropriate.
Objective: To ensure paper and electronic files and media are properly destroyed when appropriate.
Select Yes, No, or  N/A
Select Yes, No, or  N/A
If No or Not Applicable (N/A), Explain
If No or Not Applicable (N/A), Explain
a. Is care taken to prevent sensitive or confidential materials from being placed in trash or recycling containers?
a. Is care taken to prevent sensitive or confidential materials from being placed in trash or recycling containers?
b. Is a shredder provided for proper disposal of sensitive or confidential documents that are not needed?
b. Is a shredder provided for proper disposal of sensitive or confidential documents that are not needed?
c. Are employees trained or otherwise required to use shredders for sensitive or confidential documents?
c. Are employees trained or otherwise required to use shredders for sensitive or confidential documents?
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Section VI - Departmental Procedures and Employee Training
Section VI - Departmental Procedures and Employee Training
Objective: To set expectations and raise awarenessamong employees who handle confidential or sensitive information.
Objective: To set expectations and raise awareness
among employees who handle confidential or sensitive information.
Select Yes, No, or  N/A
Select Yes, No, or  N/A
If No or Not Applicable (N/A), Explain
If No or Not Applicable (N/A), Explain
a. Is there a new employee orientation that includes a review of all applicable information security policies and procedures?
a. Is there a new employee orientation that includes a review of all applicable information security policies and procedures?
b. Have clear expectations been set for employees related to the security of information they handle or manage?
b. Have clear expectations been set for employees related to the security of information they handle or manage?
c. Have information security expectations been made a part of evaluations?
c. Have information security expectations been made a part of evaluations?
d. Are the consequences for failure to abide by information security policies and procedures clearly communicated to all employees?
d. Are the consequences for failure to abide by information security policies and procedures clearly communicated to all employees?
e. Are employees who have access to sensitive or confidential information or data required to sign a confidentiality agreement?
e. Are employees who have access to sensitive or confidential information or data required to sign a confidentiality agreement?
Section VII - Specific Compliance Requirement Questions
Section VII - Specific Compliance Requirement Questions
Objective: To ensure employees are aware of and trained on specific compliance requirements.
Objective: To ensure employees are aware of and trained on specific compliance requirements.
Select Yes, No, or  N/A
Select Yes, No, or  N/A
If No or Not Applicable (N/A), Explain
If No or Not Applicable (N/A), Explain
c. Are periodic audits of "authorized access" completed within departments where there is PII?
c. Are periodic audits of "authorized access" completed within departments where there is PII?
d. If your department uses or maintains personally identifiable information which is directly related to a student, have employees been trained on all applicable policies and procedures relating to the Family Educational Rights and Privacy Act (FERPA)?
d. If your department uses or maintains personally identifiable information which is directly related to a student, have employees been trained on all applicable policies and procedures relating to the Family Educational Rights and Privacy Act (FERPA)?
e. If your department is considered a covered component of the University, have employees been trained on all applicable policies and procedures relating to the Health Insurance Portability and Accountability Act (HIPAA)?
e. If your department is considered a covered component of the University, have employees been trained on all applicable policies and procedures relating to the Health Insurance Portability and Accountability Act (HIPAA)?
I have read, understood and completed these checklists accurately.
I have read, understood and completed these checklists accurately.
Name (Printed)
Name (Printed)
Dean, Director, Department Head, Manager Signature
Dean, Director, Department Head, Manager Signature
Problems? If you encounter problems in filling out the form, or if you want to save a copy to fill out and send, please save a blank version of the file. You can then fill out the form and email to your campus ITPP committee member. If you want to print a copy, be sure to go into your printer's properties and ensure that Page Scaling is set to "Fit to Printable Area."
Problems? If you encounter problems in filling out the form, or if you want to save a copy to fill out and send, please save a blank version of the file. You can then fill out the form and email to your campus ITPP committee member. If you want to print a copy, be sure to go into your printer's properties and ensure that Page Scaling is set to "Fit to Printable Area."
Date
Date
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