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PeopleSoft Security Reports 

November 2011  

Presenter
Presentation Notes
Welcome to the training program covering PeopleSoft Security Reports…………………
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Learning Objectives 

» Discuss the main objectives of the security review 
» Explain the purpose of the PeopleSoft Security 

reports 
» Demonstrate ways to manage the information in 

the reports 
» Provide examples of what to review in the reports 

Presenter
Presentation Notes
This training is directed towards those individuals who are responsible for reviewing user access to the university’s computer systems.The objectives of this training program are to:Discuss the main objectives of the security review and .  Explain the purpose and the key information in the PeopleSoft Security reports Given the vast amount of information presented, these reports can be challenging to work with.   We will demonstrate how to filter the information for a particular reviewer, as well as provide examples of specific items the reviewer should look for when analyzing each of the reports.
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Definitions 

» Segregation of Duties:  A single individual should 
not have control over two or more consecutive 
phases of a transaction or operation. 

» University Computer Systems:  This includes Web 
Applications, Financial, Student, and Human 
Resource systems. 

» User Roles: The information or functions a user 
has access to within the University’s computer 
systems. 

Presenter
Presentation Notes
Before we get into the material, there are a few terms we need to be clear on.Segregation of duties is a basic internal control and one of the most difficult to achieve. For a proper segregation of duties, managers must complete an evaluation of the financial processes.  Segregation of duties helps to prevent or detect errors or irregularities in a timely basis in the normal course of business. Segregation of duties provides two benefits: 1) fraud is more difficult to commit because it requires collusion of two or more persons, and 2) it is much more likely that errors will be identified.  A basic concept is that no single individual should have control over two or more consecutive phases of a transaction or operation. For example, the same person should not collect cash, make deposits, and reconcile the bank accounts. For the purpose of this program, when we refer to the University Computer systems we are specifically referencing 4 computer systems.  They are Web Applications, PeopleSoft Financial, PeopleSoft student, and the PeopleSoft Human Resources Systems.Within the University’s computer systems, user roles are the functions or system features a person has access to.  They tell the system what a person may do within the system.  An objective of this session is to help the reviewer ensure this access is in line with an individual’s roles and responsibilities at the University.
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Objectives of Access Control 

» Enforces the concept of segregation of duties  
» Prohibits a person from doing actions beyond the 

scope of his/her authority 
» Enhances privacy of information 

 

Presenter
Presentation Notes
A major element in the system of internal controls is the ability to restrict what a person may do within the University’s Computer systems.  By properly matching a person’s system access with their role and responsibilities the system: Enforces the concept of segregation of duties Prohibits a person from doing actions beyond his/her scope of authority. For example, a person who has no responsibility for handling cash should not have the ability to enter a Cash Receipts Report.Enhances privacy of information by restricting the information someone has access to.  For example, an individual should not have access to the Human Resources system unless it is necessary for their job. This helps to prevent disclosing personnel information. Thus, access control is a very important component of the university's security and control processes. As such, the University requires managers to periodically review the access assignments provided to their subordinates.  Monthly, the Data Administration and Technical Services department provides user access reports and managers are to review and make required adjustments to an individual’s access rights.  In addition to the monthly review, managers are required to review user access information semiannually and provide a positive confirmation that the review has been performed and necessary adjustments have been made.
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Security Reports to Review 

» PeopleSoft Financials User Access 
» Web Applications User Access 
» PeopleSoft Human Resources User Access 
» PeopleSoft Student Administration 
» Commerce Connection 

 

Presenter
Presentation Notes
There are 5 reports that should be periodically reviewed.  These are:The PeopleSoft Financials User AccessWeb Applications or Web Apps User AccessPeopleSoft Human Resources User AccessPeopleSoft Student AdministrationCommerce ConnectionEach of these reports and the reviews that should be performed are discussed in this session.
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Working with the Reports 

Presenter
Presentation Notes
At first glance, the user access reports can appear huge, and they are rather voluminous.  As delivered, their size makes it difficult to perform a meaningful review.   It is easy to reduce these reports to a manageable size.  A reviewer is only concerned with the users in their area of responsibility.   Given this, it is helpful  for the reviewer to condense the report so it contains only those users in the reviewer’s Business Unit, Division, and Department.   We’ll demonstrate how is this done?Notice the down arrows at the top of the columns. These arrows allow filtering of information necessary for the review.  To demonstrate, consider someone wanted to include only those users at Missouri University of Science and Technology, which is the Rolla Business Unit.  
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Working with the Reports 

Presenter
Presentation Notes
They would start by clicking on the down arrow at the top of the Business Unit column.  This presents a number of options.  For this example, to filter the contents of the column to include only the Rolla business unit:  click on       Text Filters. By default, all of the business units are selected.  To narrow the report to all individuals in the Rolla business unit, first:click    Select all    to deselect all the other business units.then click in the box adjacent to     ROLLA     and click OK.
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Working with the Reports 

Presenter
Presentation Notes
The report has now been condensed to include only those users in the Rolla business unit.By repeating this process for the    Division…………….. and Department ……………………………… the report can be further condensed to contain only those users for which the reviewer is responsible.   
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Working with the Reports 

Presenter
Presentation Notes
To continue with our example and filter the report by   Division,      click on the arrow next to the column Division and a drop down box will appear.  By clicking on the  Box Select All, the other boxes will be cleared.
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Working with the Reports 

Presenter
Presentation Notes
Now select the division you need, in this case the     Provost’s,     and the report will eliminate all divisions but the Provost’s.      Then click OK. 
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Working with the Reports 

Presenter
Presentation Notes
To continue with our example you would now filter the report by department.  To start Click on the box adjacent to the column        “Department Name” and a drop down box will appear.  By clicking on      Select all the other departments will be de-selected.
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Working with the Reports 

Presenter
Presentation Notes
To filter the report for only the department of Academic Affairs,      click on the appropriate box And  select OK. 
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Working with the Reports 

Presenter
Presentation Notes
The report has now been filtered to include only  the Missouri University of Science and Technology (the Rolla Business Unit),  the Provost’s Division, and  the Department of Academic Affairs.The report is now condensed to include only those areas the reviewer is responsible for making the review process much more manageable. 
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PeopleSoft Financials User Access Report 

» This is report FSPRD90 
» Lists:   

› All users with access to PeopleSoft Financials System 
› The roles assigned to each user 

Presenter
Presentation Notes
The first report discussed is the PeopleSoft Financials User Operator Access Report. (Click) This report lists all users within the PeopleSoft Financials system     (Click) and the roles assigned to each user.  The reviewer should check to ensure the role assigned to an individual is consistent with his/her job function.  For example, does someone have the ability to input a Cash Receipts Report (CRR) when they do not handle cash? The converse also applies.  Does someone who handles cash not have CRR Access? 
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PeopleSoft Financials User Access Report 

» Roles are activities a user may perform within the 
PeopleSoft Financials System 

» Examples include: 
› AM-Transaction Maintenance:  Maintain information 

in the Asset Management System 
› ARBI-Bill Entry:  Enter billing for grants and contracts 
› EPEX-Expenses–Manager:  Approve expense reports, 

travel authorization, and cash advances 
 
 

Presenter
Presentation Notes
User Roles are the activities a user has access to or the functions they may perform within the PeopleSoft Financials system.    Roles include activities such as: AM-Transaction Maintenance –   which is used to create and maintain records in the Asset Management System. ARBI-Bill Entry –  used to enter billing information for grants and contracts and miscellaneous receivablesEPEX – Expenses Manager-   which gives the ability to Approve expense reports, travel authorization and Cash Advances
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PeopleSoft Financials User Access Report 

Presenter
Presentation Notes
As noted previously, the report, as delivered, can be quite intimidating and almost unusable.  By filtering as we discussed it is more manageable and useable.  The filtered report would contain only the information pertinent to the reviewer’s business unit, department, and division. This facilitates an effective review.  As we discussed earlier, this report has been filtered to include only the Rolla Business Unit, the Provost Division, and the Academic Affairs Department.One of the first things a reviewer will notice is that some of the users are printed in red type.  The red type indicates a user who hasn’t logged in for at least 6 months.  These users should be evaluated to determine if there is a reason to retain their access or whether their access rights should be revoked.Also note one user has never logged into the system.  A determination should be made as to why,   and if the user’s access should be revoked.Next:  The list of users should be reviewed to determine if the persons listed are still employed in the area.  If not, your department fiscal officer or campus accounting office should be contacted and the required corrective action taken.  Similarly, if someone in your department is missing from the list, determine why and make any adjustments.



17 

PeopleSoft Financials User Access Report 

Presenter
Presentation Notes
The Roles assigned to each user should be reviewed and a determination made as to the appropriateness of this role.  Questions to consider include: Does the user’s job require them having this role?Does the user’s job require a role that has not been assigned to them? For example, does someone have the ability to input a Cash Receipts Report when they do not handle cash? And the reverse applies - does someone have Accounts Receivable responsibilities but does NOT have ARBI access? If an adjustment to a user’s role is required, the department fiscal officer or campus accounting office should be contacted. 
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PeopleSoft Financials User Access Report 

Presenter
Presentation Notes
If a reviewer is uncertain as to what a particular user role means, a tool is available.  (Click)  At the bottom of the report there is a tab labeled . . .  “Permission Lists” .            Click on the tab to view a brief description of the roles.



19 

PeopleSoft Financials User Access Report 

Presenter
Presentation Notes
Another condition that might need review is the Column “Dept Change”.  An entry in this column indicates that since the last report, a person’s HR appointment has changed, This might include instances such as promotion, demotion, or  lateral transfer, and he/she is now in a different department from the previous reporting period.  This should be considered for appropriateness.  
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Web Applications 

» Referred to as “Web Apps” 
» University developed front end to PeopleSoft 

Financials 
› Eases task of transaction entry 
› Helps reduce chance for error 
› Provides access to other reports and functions 

Presenter
Presentation Notes
Web Applications, also known as Web Apps, is a front-end system created by the University to substantially ease the tasks of entering transactions to or retrieving information from the PeopleSoft Financials system.   Web Apps takes common transactions, such as Cash Receipts Reports and Journal Entries, and puts them into a form that prompts the user to include all required information.  Web Apps security limits a user’s access to only those functions required by their responsibilities.The system also performs certain edits on transactions, such as ensuring total debits equal credits. The functions available through Web Apps also restrict users to certain ChartFields for a particular type of transaction. These help to reduce the probability of error.  In addition to easing the task of transaction entry, Web Applications also provides access to other reports, such as those from the Human Resources, Student, and Financial systems.  
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Web Applications 

Presenter
Presentation Notes
As noted in the beginning, the report as delivered can be quite intimidating and almost unusable.  By filtering as we discussed it is much more manageable and useable. Continuing our example, this report was filtered to include only employees in the ROLLA Business unit, Provost’s Division, andin the department of Academic Affairs.
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Web Applications 

A = Active 
R=Retired 

T = Terminated 

Presenter
Presentation Notes
The column headed  “Empl Status” indicates the status of the employee. “A” means this is an active employee. “R” indicates this employee is retired and “T” means the employee has been terminated.The reviewer should question why an employee in Retired or Terminated status remains a user.In the Web Apps report there is a column for “Access Level”.  This is explained on the next slide. 
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Web Applications 

Presenter
Presentation Notes
Access level further restricts what an individual user can do within the system.  The Access Level controls how much or how little a person can do.  This table lists the journal entry access levels, showing what types of journal entries are allowed for each level.  While reviewing a user’s access, the access level assigned to an individual should be evaluated to determine if it fits the user’s roles and responsibilities.  Refer to the Controller’s Web Site for training on the different transaction types and their usage.
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Web Applications 

Presenter
Presentation Notes
The reviewer should review the Web Apps assignments,         which show the different types of activities a user would have access to.  Questions a reviewer should consider include:Under Web App Name, is it appropriate for a particular individual to have the roles assigned to him or her? Does someone not have a particular role assignment that they need for their role? Does this report contain all of the people it should?Is there anyone on the report who should not be here?
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PeopleSoft Human Resources User Access 

Presenter
Presentation Notes
The next report to be coverd is the PeopleSoft Human Resources Access report.  As noted in the beginning, the report as delivered can be quite intimidating and almost unusable.  By filtering as we discussed it is much more manageable and useable.   Continuing with our example, the report has been filtered to include only  the ROLLA Business Unit, . . . The Provost’s Division . . and the Department  of Academic Affairs”  The result of the filtering is a more manageable report.
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PeopleSoft Human Resources User Access 

Presenter
Presentation Notes
One thing a reviewer might notice are the users highlighted in Red.   This indicates a user who has not accessed the HR system in at least 6 months.  The need for this person’s continued access should be questioned.As with other reports, the reviewer should examine the roles assigned to the individuals and determine if these are consistent with the individual’s job responsibilities. 
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PeopleSoft Human Resources User Access 

Presenter
Presentation Notes
Some of the role names may be confusing or unclear.   At the bottom of the report is a tab labeled “Active Permission Lists”.  Click on this tab to view             a listing of all active permission lists                with a brief description of that list’s meaning. 
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PeopleSoft Human Resources User Access 

Presenter
Presentation Notes
There is a user role DSXXXX.  This is a coding that ties certain aspects of the security tables to each other.  To illustrate, consider     User number 2.  In this example,      User number 2 -    - - -  through the use of the Role “DS1461” - - -  - has rights to department ID  “SADMNAUX“.     What should the reviewer consider with this?  In this case, the reviewer may question why User number 2 has been given rights to multiple departments?IF a DS number is followed by a blank DeptID column, there is no significance to it for the purposes of this review and can be ignored.It should be noted that the role ALLPAGES is one that is only given to a few individuals.   Thus, if someone in your area has this role, the reviewer should question the appropriateness.



29 

PeopleSoft Human Resources User Access 

Presenter
Presentation Notes
The report also contains a column headed “ASIA DeptID Assignments”.  If there is an entry in this column, the user may have the ability to make other changes to payroll information, such as the rate of pay, within the listed DeptID.  In reviewing the report, the reviewer should pay attention to persons with this assignment.   However, the ability to actually affect a change is limited to only those persons who also have the SLADMDE “salary administrator” role. 
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PeopleSoft Student Administration 

Presenter
Presentation Notes
The final PeopleSoft report we will cover is the access listing for Student Administration.  Unlike other PeopleSoft Security access reports, the report for Student Administration is generated by Business Unit.  Thus, to continue with our example, it would not need to be filtered by the Rolla business unit because this has already been done for us.  However a reviewer may still want to filter by Division and    Department to make the report more manageable.    One of the first things for a reviewer to note are any users printed in Red.  This indicates the user has not logged into the Student system for an extended period of time.   For users at Kansas City and Missouri S&T this time period is 6 months, for St Louis it is 9 months, and for Columbia it is 1 year.  In this instance, the user has never logged into the Student system. The reviewer should question why this user should continue to have access to the system.  For example, this may be a new user but could also indicate the user no longer needs access.As with the other security reports, the reviewer should ensure individuals assigned to the reviewer’s area are appropriate for the area and conversely that no one has been omitted.  
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PeopleSoft Student Administration 

Presenter
Presentation Notes
The roles assigned to individual areas should also be reviewed.  The main objective of the review is to determine if the roles are appropriate based on the user’s job responsibilities.  If a reviewer is uncertain as to the meaning of a particular role,  click on the tab “Role Permission Lists” to see a listing of roles and a brief description.
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Commerce Connection 

» Lists individuals with access to the Commerce 
Bank Electronic Banking system.  

» Very few individuals have access to this system. 
 

Presenter
Presentation Notes
The final report we’ll cover is the list of persons with access to the Commerce Connection system.  Commerce Connection is a system provided by Commerce Bank giving authorized University employees the ability to access electronic transaction information.  It is not a PeopleSoft system and is not accessible via Web Apps.  Very few people should have access to this system.  With access to Commerce Connection someone can view activity in the bank account and, with the appropriate access, initiate wire transfers.
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Commerce Connection 

Presenter
Presentation Notes
The access report lists individuals who have been granted access to this information.  A reviewer should examine this list and determine if: Anyone from their area of responsibility has access, If so, is this access consistent with that individual’s job responsibilities The reviewer should note if there are any persons with access who should not have access.  If any adjustments to Access are required, the Treasurer’s department should be contacted.
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Summary 

» Are any persons listed who should not be there. 
» Are any persons not listed who should have 

access. 
» Are the user roles appropriate considering the 

user’s job responsibilities. 
» Follow-up to ensure any required changes are 

made. 

Presenter
Presentation Notes
In reviewing the various user reports, there are three common review objectives.First the listing of users should be reviewed to determine if any persons are listed who should not be.  Have terminated, retired, or transferred employees access rights been either revoked or adjusted.Similarly, are any persons in your area who should have access not listed.  A new employee may not have as yet been given access to the system.  A worse possibility is that a person who needs system access is piggybacking access using another employee’s sign-on information.and the listing of user roles should be reviewed to determine if they are consistent with the user’s job responsibilities.  Probably most importantly, when adjustments are required, the reviewer must contact their system administrator to get the changes made and then follow-up to ensure the changes have been made.
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Additional Information 

› APM 2.25.55 Segregation of Duties 
› APM 2.25.60 Security Access Validation- Accounting 

policy concerning the review of PeopleSoft Security 
Access.  

› Other related training available: 
› Financial Compliance Training Website 

 

Presenter
Presentation Notes
Thank you for taking advantage of this training opportunity.If you have any questions concerning Segregation of Duties, the policy may provide clarification.Additionally, the policy 2.25.60 covers the security access review.There are a number of other training programs available on-line.  These programs may be accessed through the Controller’s Web site.

http://www.umsystem.edu/ums/rules/apm/apm2/2.25.55_segregation_of_duties
http://www.umsystem.edu/ums/rules/apm/apm2/2.25.60_-_security_access_validation
http://www.umsystem.edu/ums/rules/apm/apm2/2.25.60_-_security_access_validation
http://www.umsystem.edu/ums/departments/fa/controller/compliance/
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