Data Protection Addendum
(approved as of July 2025)

This Data Protection Addendum supplements the University of Missouri Standard Procurement
Terms and Conditions found at PO Terms & Conditions (“Terms and Conditions”). The Curators
of the University of Missouri ("University") requires that their service providers, suppliers,
distributors and other business partners and their employees (collectively "Contractor") comply
with the requirements in this Data Protection Agreement ("DPA") with respect to any information
that University, University employees, representatives, customers, or other business partners
make available to Contractor in the context of Contractor's business relationship with University
(collectively "University Data"). Contractor is a Processor that provides certain services
("Services") to University pursuant to an agreement or agreements with University (the
"Underlying Agreement(s)") and Processes, on University's behalf, Personal Information that is
necessary to perform the Services under the Underlying Agreement(s).

NOTE REGARDING PATIENT INFORMATION: If Contractor, through work with one of the
University’s designated “health care components”, will receive, create, or come into non-
incidental contact with individually identifiable health information of University patients --
“Protected Health Information” as that term is defined in regulations under the Health Insurance
Portability and Accountability Act of 1996 ( “HIPAA”), at 45 C.F.R. Part 160.103 -- the University’s
Business Associate Addendum applies in addition to this Data Protection Addendum. Where
noted herein, certain sections of the Business Associate Addendum replace sections of this Data
Protection Addendum as regards to Protected Health Information (PHI).

1. Definitions

Any capitalized term used but not defined herein shall have the meaning ascribed to it in the
applicable Data Protection Laws.

The definitions enumerated below (including all conjugations, forms, and tenses thereof) apply
to this DPA:

a. "Data Breach " means Contractor's negligence or a breach of Contractor's security
measures leading to the accidental or unlawful destruction, loss, alteration, unauthorized
disclosure of, or access to Personal Information.

b. "Data Protection Laws" means, as applicable: (a) the Family Educational Rights and
Privacy Act (FERPA); (b) the Health Insurance Portability and Accountability Act (HIPAA);
(c) the Gramme-Leach-Bliley Act (GLBA); (d) the Payment Card Industry Data Security
Standards (PCI-DSS); (e) the Federal Export Administration Regulations, Federal
Acquisitions Regulations, Defense Federal Acquisitions Regulations and Department of
Education guidance; and (f) any other laws, rules, regulations, self-regulatory guidelines,
implementing legislation, or third party terms relating to privacy, security, breach
notification, data protection, or confidentiality and applicable to processing of Personal
Information.


https://www.umsystem.edu/sites/default/files/media/fa/procurement/PO-Terms%20%20Conditions_02.2025.pdf

2.

"Data Subject" means any person, household, or device that becomes subject in any
manner to the services performed for University by Contractor.

"Personal Information" (i) means information that identifies, relates to, describes, is
capable of being associated with, or could reasonably be linked, directly or indirectly, with
a particular Data Subject that may be (a) disclosed or otherwise made accessible to
Contractor by University in anticipation of, in connection with, or incidental to the
performance of Services for or on behalf of University; (b) Processed at any time by
Contractor in connection with or incidental to the performance of this DPA or the
Underlying Agreement(s); or (c) derived by Contractor from the information described in
a) or b) above; and (ii) supplements the foregoing definition enumerated in (i) by also
incorporating the definition of "Personal Information," "Personal Data," and "Non-Public
Personal Information under Data Protection Laws. Personal Information includes without
limitation behavioral characteristics and profiles. Personal Information includes
Protected Health Information as defined under HIPAA.

"Processing" means performing any operation (whether automated or manual, or
through some combination) relative to Personal Information, including, without
limitation, accessing, collecting, organizing, retaining, using, disclosing, storing,
manipulating, adapting, analyzing, aggregating, categorizing, transmitting, destroying,
and deriving or creating information from, Personal Information.

“Securely Destroy” means taking actions that render data written on physical (e.g.,
hardcopy, microfiche, etc.) or electronic media unrecoverable by both ordinary and
extraordinary means. These actions must meet or exceed those sections of the National
Institute of Standards and Technology (NIST) SP 800-88, REV 1 guidelines relevant to data
categorized as high security.

Processing Restrictions and Obligations

Contractor may Process Personal Information only as strictly necessary to deliver the Services
pursuant to the Underlying Agreement(s). Without limiting the foregoing and to avoid any doubt,
Contractor represents, warrants, and covenants as follows:

Contractor is acting solely as a Processor with respect to Personal Information, and
University has the exclusive authority to determine the purposes for and means of
Processing the Personal Information.

Contractor will Process Personal Information only (i) for a business purpose and (ii) on
behalf of University, for the sole purpose of performing the Services specified in the
Underlying Agreement(s), and Contractor will not collect, retain, use, disclose or
otherwise Process Personal Information for any other purpose.

Contractor will not sell Personal Information or use or otherwise Process Personal
Information for monetary or other valuable consideration.
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d. Contractor will not retain, use, disclose or otherwise Process Personal Information
outside of the direct business relationship between Contractor and University.

e. Contractor may not derive information from Personal Information for any purpose other
than to perform Services under the Underlying Agreement(s).

f. Contractor may not engage or communicate with a Data Subject in any way, whether
directly or indirectly (including, without limitation, via interest-based advertising, mobile
messaging, contextual online experiences, online ad-serving, email, telephone, social
media, and location-aware technologies) except under written agreement between
Contractor and University that specifies the means and methodology of, and limitations
on, the media or communication channel in question

g. Contractor will immediately inform University in writing of any requests with respect to
Personal Information received from University's customers, consumers, employees or
others. Contractor will cooperate with University as needed by University regarding Data
Subject rights, including enabling (i) access to a Data Subject's Personal Information, (ii)
delivering information about the categories of sources from which the Personal
Information is collected, (iii) delivering information about the category of Processor that
Contractor is, or (iii) providing information about the categories or specific pieces of a
Data Subject's Personal Information that Contractor Processes on University's behalf,
including by providing the requested information in a portable and, to the extent
technically feasible, readily useable format that allows a Data Subject to transmit the
information to another entity without hindrance.

h. Upon University's request, Contractor will immediately Securely Destroy a particular Data
Subject's Personal Information from Contractor's records and direct any relevant
contractors or agents to also Securely Destroy such Personal Information from their
records. If Contractor is unable to Securely Destroy the Personal Information for reasons
permitted under applicable Data Protection Laws, Contractor will (i) promptly inform
University of the reason(s) for Contractor's refusal of the destruction request, (ii) ensure
the privacy, confidentiality, and security of such Personal Information, and (iii) Securely
Destroy the Personal Information promptly after the reason for Contractor's refusal has
expired.

i Contractor may only Process Personal Information for as long as the applicable Underlying
Agreement(s), relationship, or arrangement between Contractor and University
authorizes it, and only to benefit University (and not Contractor or any of Contractor's
other clients or customers). In the event of any conflict with this DPA Data Protection
Addendum and any Business Associate Agreement ("BAA") between University and
Contractor, the BAA will control.

j- Where Contractor provides a third-party access to Personal Information, or contract any
of Contractor's rights or obligations concerning Personal Information to a third party,
Contractor will enter into a written agreement with each such third party that imposes
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obligations on the third party that are at least equivalent to those imposed on Contractor
under this DPA. By written agreement and through technical, organizational, and physical
measures, Contractor must (i) limit such third party's access to and Processing of Personal
Information to that which is solely necessary to deliver the Services under the Underlying
Agreement(s) and (ii) prohibit such third party from selling Personal Information.
Contractor shall conduct ongoing reviews, at least annually, of such third-party
agreements to ensure ongoing compliance with the requirements of this DPA or those
that are least equivalent.

k. Contractor will maintain appropriate technical and organizational measures for
protection of the security (including protection against unauthorized or unlawful
processing and against accidental or unlawful destruction, loss or alteration or damage,
unauthorized disclosure of, or access to, University Data), pursuant to applicable Data
Protection Laws, and keep University Data confidential. Contractor will ensure that such
persons with access to University Data have committed themselves to confidentiality or
are under an appropriate statutory obligation of confidentiality.

Contractor will make its applicable employees familiar with the relevant provisions of the
Data Protection Laws and shall provide adequate training. Contractor will supervise
compliance of such employees with applicable Data Protection Laws.

m. University has the right in its sole discretion to perform audits of Contractor at the
University’s expense to ensure compliance with the Data Protection Laws, the Underlying
Agreement(s) and this DPA (including the technical and organizational measures).
Contractor shall reasonably cooperate in the performance of such audits. This provisions
applies to all agreements under which Contractor must create, obtain, transmit, use,
maintain, process, or dispose of University Data. If Contractor must under this DPA
create, access, obtain, transmit, use, maintain, process, or dispose of University Data,
Contractor will, at its expense, conduct or have conducted, at least annually, a (1) security
audit by a third-party with audit scope and objectives deemed sufficient by the University,
which attests the Contractor’s security policies, procedures, and controls; (2) vulnerability
scan performed by a third-party using industry standard and up-to-date scanning
technology of Contractor’s electronic systems and facilities that are used in any way to
deliver electronic services under this agreement; and (3) formal penetration test by a
third-party using industry-standard and up-to-date scanning technology, of Contractor’s
electronic systems and facilities that are used in any way to deliver electronic services
under this DPA.

n. Additionally, no more than once per year, Contractor shall make available to University,
information reasonably necessary to confirm compliance with this DPA. Upon request,
Contractor will provide the University with its current industry standard independent
third-party certification/attestation such as Service Organization Control (SOC) 2 Type I
audit report, 1ISO27001/2 or equivalent, and will promptly modify its security measures as
needed based on those results in order to meet its obligations under this DPA. Contractor
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agrees to be held legally accountable for the accuracy of any self-attestations provided
by the Contractor in regard to the submitted certifications/attestations. The University
shall have sole discretion to determine whether the audit report/certification/attestation
provided is sufficient to satisfy the requirements of this paragraph. The University may
require, at University expense, the Contractor to perform additional audits and tests, the
results of which will be provided promptly to the University.

o. In accordance with the Data Protection Laws and other industry standards, Contractor
has appropriate policies and procedures in place to manage a Data Breach.

p. In accordance with the Data Protection Laws, Contractor shall notify University without
undue delay, but in no event later than 36 hours after discovery, in the event of a Data
Breach relating to University Data, of which Contractor reasonably suspects or knows to
have occurred. Contractor shall provide commercially reasonable cooperation and
assistance in identifying the cause of the Data Breach and take all commercially
reasonable steps to remediate the Data Breach to the extent within Contractor’s control.

g. Contractor will not process Personal Information outside of the United States without the
prior written consent of University, which may be granted or denied by University in its
sole discretion.

r. Contractor will maintain a list of subcontractors and update such list prior to any
engagement of any subcontractor and give University an opportunity to object to that
subcontractor. If University objects to the subcontractor, Contractor will work with
University in good faith to arrange for the performance of the Services without the use of
such subcontractor and University may terminate this Agreement without penalty. Such
engagement must be pursuant to a written contract that requires the subcontractor to
also meet the obligations set forth in this Section for the Contractor

s. With respect to any Data Breach due to Contractor or any subcontractor's action or
inaction, notwithstanding anything to the contrary in the Underlying Agreement(s), and
without regard to any limitations of liability contained in the Underlying Agreement(s),
Processor shall indemnify University for the cost of a cyber forensic investigation, any
required consumer regulator notices and related attorney fees and any other costs, fines,
damages, and penalties incurred under Applicable Data Protection Laws.

t. In addition to any other insurance coverage required by another contract/agreement with
the University, the Contractor will for the duration of the term of the Underlying
Agreement(s), maintain data breach coverage to cover claims arising out of the negligent
acts, errors or omissions of Contractor, its subcontractors or anyone directly or indirectly
employed by them. The coverage provided shall not be less than $2,000,000 per
occurrence, $5,000,000 aggregate. Prior to the commencement of work under the
Underlying Agreement(s), Contractor shall provide a certificate of insurance evidencing
such insurance, shall name the officers, employees, and agents of The Curators of the
University of Missouri as Additional Insured with respect to the order to which these
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insurance requirements pertain. Neither the requirement for Additional Insured status
nor any of the Contractor’s action in compliance with such requirement, either direct or
indirect, is intended to be and neither shall be construed as a waiver of any sovereign
immunity, governmental immunity or any other type of immunity enjoyed by University,
the Board of Curators of the University of Missouri, or any of its officers, employees or
agents. Contractor shall provide for notification to University within at least thirty (30)
days prior to expiration or cancellation of such insurance. In the event the Contractor fails
to maintain and keep in force the required insurance or to obtain coverage from its
subcontractors, the University shall have the right to cancel and terminate the Underlying
Agreement(s) upon written notice.

3. Compliance with Data Protection Laws

a. Contractor and University acknowledge and agree that University does not sell Personal
Information to Contractor in connection with any Agreement between Contractor and
University. Contractor acknowledges and confirms that Contractor does not Process
Personal Information from University in exchange for monetary or other valuable
consideration, and that Contractor may not have, derive, or exercise any rights or benefits
regarding Personal Information, except to Process the Personal Information as necessary
to deliver Services to University pursuant to the Underlying Agreements.

b. Upon the reasonable request of University, Contractor shall make available all
information in its possession necessary to demonstrate compliance with any applicable
Data Protection Law.

C. Contractor will promptly notify University if Contractor determines that Contractor can
no longer meet its obligations under this Section or any applicable Data Protection Law.

d. The Parties acknowledge and agree that University has no knowledge or reason to believe
that Contractor is unable to comply with the provisions of this DPA or any applicable
provisions of the Data Protection Laws.

e. Contractor certifies that Contractor understands and will comply with the requirements
and restrictions set forth in this DPA, and with all applicable provisions of the Data
Protection Laws.

f. The following provision applies only if Contractor will have access to the University’s
education records as defined under FERPA: The Contractor acknowledges that for the
purposes of this DPA it will be designated as a “school official” with “legitimate
educational interests” in the University education records, as those terms have been
defined under FERPA and its implementing regulations, and the Contractor agrees to
abide by the limitations and requirements imposed on school officials. Contractor will use
the education records only for the purpose of fulfilling its duties under the Underlying
Agreement(s) and will not share such data with or disclose it to any third party except as
provided for in this DPA, required by law, or authorized in writing by the University.
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g. If the Payment Card Industry Data Security Standard (PCI-DSS) is applicable to the
Contractor service provided to the University, the Contractor agrees to:

i Store, transmit, and process University Data in scope of the PCI DSS in
compliance with the PCI DSS; and

ii. Attest that any third-party providing services in scope of PCI DSS under the
Underlying Agreement(s) will store, transmit, and process University Data
in scope of the PCI DSS in compliance with the PCI DSS; and

iii. Provide either proof of PClI DSS compliance or a certification (from a
recognized third-party security auditing firm), within 10 business days of
the request, verifying Firm/Vendor and any third party who stores,
transmits, or processes University Data in scope of PCI DSS as part of the
services provided under the Underlying Agreement(s) maintains ongoing
compliance under PCI DSS as it changes over time; and

iv. Store, transmit, and process any University Data in scope of the PCI DSS in
a manner that does not bring the University’s network into PCI DSS scope;
and

V. Attest that any third-party providing services in scope of PCI DSS under the

Underlying Agreement(s) will store, transmit, and process University Data
in scope of the PCI DSS in a manner that does not bring the University’s
network into PCI DSS scope.

h. Digital Accessibility. The University affords equal opportunity to individuals with
disabilities in its employment, services, programs and activities in accordance with federal
and state laws, including 28 C.F.R. Pt. 35, Section 508 of the Rehabilitation Act, and RSMo.
161.935. This includes effective communication and access to electronic and information
communication technology resources, and the University expects that all products will, to
the greatest extent possible, provide equivalent ease of use for individuals with
disabilities as for non-disabled individuals. The University of Missouri has adopted the
Web Content Accessibility Guidelines (WCAG) 2.2 A and AA as the minimum standard.

Contractor shall: (1) deliver all applicable services and products in reasonable compliance
with University standards (Web Content Accessibility Guidelines 2.2, Level A and AA or
above); (2) provide the University with an Accessibility Conformance Report detailing the
product’s current accessibility according to WCAG standards using the latest version of
the Voluntary Product Accessibility Template (VPAT); (3) if accessibility issues exist,
provide a “roadmap” plan for remedying those deficiencies on a reasonable timeline to
be approved by the University; (4) within 15 days of notice respond to assist the University
with resolving any accessibility complaints and requests for accommodation from users
with disabilities resulting from Contractor’s failure to meet WCAG 2.2 A and AA guidelines
at no cost to the University; and (5) indemnify and hold the University harmless in the
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event of any claims arising from inaccessibility. If Contractor does not currently comply
with WCAG 2.2 A and AA, they must provide confirmation that they have a roadmap in
place to comply.

When installation, configuration, integration, updates, or maintenance are provided, the
Contractor must ensure these processes are completed in a way that does not reduce the
original level of WCAG conformance. If, at any point after procurement, it is determined
that accessibility improvements need to be made in order to comply with the WCAG 2.2
A and AA standards, the Contractor agrees to work with the University to remedy the non-
compliance by submitting a roadmap detailing a plan for improvement on a reasonable
timeline; provided, however, that any such improvements shall be implemented within
15 days of notice. Resolution of reported accessibility issue(s) that may arise should be
addressed as high priority, and failure to make satisfactory progress towards compliance
with WCAG, as agreed to in the roadmap, shall constitute a breach of contract and be
grounds for termination or non-renewal of the agreement. The foregoing requirements
are subject to the discretion of the University of Missouri System Director of Accessibility
and ADA Coordinator.

4. Response to Legal Orders, Demands or Requests for Data
a. Except as otherwise expressly prohibited by law, Contractor will:

i immediately notify the University of Contractor’s receipt of any
subpoenas, warrants, or other legal orders, demands or requests seeking
University Data;

ii. consult with the University regarding its response;

iii. cooperate with the University’s reasonable requests in connection with
efforts by the University to intervene and quash or modify the legal order,
demand or request; and

iv. provide the University with a copy of its response.

b. If the University receives a subpoena, warrant, or other legal order, demand or request
(including request pursuant to the Missouri Sunshine Law) seeking University Data
maintained by Contractor, the University will provide a copy to Contractor. Contractor
will promptly supply the University with copies of data required for the University to
respond in a timely manner and will cooperate with the University’s reasonable requests
in connection with its response.
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6.

Data Transfer Upon Termination or Expiration

Upon termination or expiration of the Underlying Agreement, Contractor will ensure that
all University Data are Securely Destroyed or returned as directed by the University in its
sole discretion. Transfer to the University or a third party designated by the University
shall occur within a reasonable period of time, and without significant interruption in
service. Contractor shall ensure that such transfer/migration uses facilities and methods
that are compatible with the relevant systems of the University or its transferee, and to
the extent technologically feasible, that the University will have reasonable access to
University Data during the transition.

Upon termination or expiration of the Underlying Agreement, and after any requested
transfer of data, Contractor must Securely Destroy all data in its possession and in the
possession of any subcontractors or agents to which Contractor might have transferred
University Data. Contractor agrees to provide documentation of data destruction to the
University.

Contractor will notify the University of impending cessation of its business and any
contingency plans. This includes immediate transfer of any previously escrowed assets
and University Data and providing the University access to Contractor’s facilities to
remove and destroy University- Data. Contractor shall implement its exit plan and take
all necessary actions to ensure a smooth transition of service with minimal disruption to
the University. Contractor will also provide a full inventory and configuration of servers,
routers, other hardware, and software involved in service delivery along with supporting
documentation, indicating which if any of these are owned by or dedicated to the
University. Contractor will work closely with its successor to ensure a successful transition
to the new equipment, with minimal downtime and effect on the University, all such work
to be coordinated and performed in advance of the formal, final transition date.

Integration

This DPA applies in addition to, not in lieu of, any other terms and conditions agreed to between
Contractor and University, including the Underlying Agreement(s), except as specifically and
expressly agreed in writing with explicit reference to these Standards. This DPA governs in the
case of any direct conflict with existing terms and conditions in the Underlying Agreement. Any
limitations of liability or damages in the Underlying Agreement(s) will not apply to a breach by
Contractor of this DPA.

7.

Survival

Contractor’s obligations under Section 5 shall survive termination of this DPA until all University
Data has been returned or Securely Destroyed.
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